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Abstract 
 
Contemporary societies, and the organizational systems on which they rely, are increasingly 
exposed to unexpected disruptive events, such as the recent health or geo-political crises. 
Organizations therefore need a certain level of Organizational Resilience (OR). Since OR is a 
multifaceted concept, a first aim of this article is to find a trait d’union among many studies 
and conceptualizations of OR, stimulating academic debate, critical thinking, and further 
research. An additional goal is to propose a specific direction for future research leading to a 
better understanding of the characteristics that make organizations more resilient to an 
increasing relevant adverse phenomenon, namely cybersecurity and related cyberattacks. The 
authors develop a systematic literature review about the concept of OR in the Management 
and Organization science fields. A second facet is the authors’ proposed three-stage conceptual 
framework of OR, which is consistent with the relevant ideas emerging from the systematic 
literature review. A third section focuses on the exploration of relationships between 
cybersecurity and organizational domains, going beyond a purely technical focus.  
Results show that there is a need to address many unresolved research gaps, and to 
systematize the fragmentation of current Organization and Management research. It is clear 
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that many critical areas still lack a solid and more comprehensive operationalization of OR, 
including cyber OR.  

 
Keywords: organizational resilience; cybersecurity; systematic literature review. 

 
 
 

1. Introduction 
 

Contemporary societies, and the organizational systems they rely on, are 
increasingly exposed to unexpected disruptive events. Societies are facing both new 
and old disruptive events, especially so during the last decade, according to the Global 
Risk Report released by the World Economic Forum in 2023. The most recent of these 
are Covid-19 and the war in Ukraine. These events have re-enacted a series of 
disruptive events, such as inflation, cost of living crisis, trade wars, and widespread 
social unrest. Indeed, "the environment surrounding organizations increasingly 
challenges them by posing different threats in various forms from both inside and 
outside an enterprise's boundaries" (Annarelli and Nonino, 2016, p. 2). 
Organizational Resilience (OR) has become a necessity for enterprises operating in 
this increasingly dynamic and turbulent environment. The OR perspective implies a 
broad and radical proactive approach that extends beyond the idea of a preventive 
focus, via activities that anticipate (Somers, 2009) whether a potentially harmful 
event will occur. Organizations that adopt a more proactive approach to their 
environment (Ates and Bititci , 2011) arise stronger and more resourceful than before 
(Vogus and Sutcliffe, 2007), according to the logic of learning and change (Duchek, 
2020). 

Several research and practical fields, including ecology (Folke et al., 2010; Holling, 
1973), psychology (Youssef and Luthans, 2007), and engineering (Hollnagel et al., 
2006), have a long tradition of engaging with OR. However, the concept has only 
recently gained recognition in the Management and Organizational Sciences. 
Although notable research efforts have been made in these fields, a certain degree of 
fragmentation still affects the OR notion. As a starting point, we depict the most recent 
and relevant literature reviews on the concept of OR. Due to their significance, we 
used these works to initiate an in-depth understanding of the work that has been done 
so far, and the objectives informing it. This allowed us to shape this study’s 
contribution more effectively. Table 1 summarizes the focus, method, and output of 
the three main research items.  
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Table n. 1 – Systematic literature reviews on the concept of OR 

Literature review Objective Method Output 
Hillmann and 
Guenther (2021) 

Analysis of the 
resilience concept, 
focusing on both the 
operational and 
conceptual issues 

Systematic 
Literature 
Review 

Conceptual integrative model 
based on resilient behavior, 
resources, and capabilities. These 
main concepts enable the 
resilient response and related 
organizational growth 

Linnenluecke 
(2017) 

Identify both 
knowledge 
development and gaps 
in business and 
management research 
on resilience 

Systematic 
Literature 
review 

Outline key research streams and 
future research direction and 
opportunities 

Spagnoletti and 
Za (2021) 

Understand the concept 
of digital resilience, 
integrating both the 
Normal Accident 
Theory (NAT) and High-
Reliability Organization 
(HRO) research area 

Bibliometric 
analysis 

Identify declining and emerging 
NAT and HRO contributions. The 
authors propose a set of key 
concepts to build an integrated 
framework of resilience in 
digitally enabled operations 

 
Source: personal elaboration 

 
These significant contributions advanced the current understanding and 

knowledge of the OR concept. Compared to these research outputs, this study focuses 
on a different facet and proposes a different outcome. The framework proposed here 
focuses on the time dimension of OR, rather than on behaviors, capabilities, and 
resources (Hillmann and Guenther, 2021), thus engaging with a different conceptual 
perspective. This research does not embrace specific theories to be applied to the 
concept of resilience, including the digital one (Spagnoletti and Za, 2021). However, 
we claim that NAT (Normal Accidents Theory) and HRO (High Reliability 
Organizations) theories lay a solid foundation for a theoretical understanding of cyber 
resilience. Although the objective is similar to that of Linnenluecke (2017), our 
research takes a step back and is limited to the OR fragmentation issue, thus not 
covering perspectives such as supply chain resilience. 

As a result, this study has the objective of determining the current state of 
organizational research on OR and proposes a specific future direction for research 
on the cybersecurity phenomenon. The contribution of this work is to find a trait 
d’union across organizational studies’ conceptualizations of resilience, and to 
stimulate debate, critical thinking, and further research. This will open new avenues 
for detecting, measuring, monitoring, and improving organizational resilience.  

To reach this goal, our research is based on a systematic literature review (Jesson 
et al., 2011). The paper is organized as follows: We first describe the method used in 
the systematic literature review. Then we emphasize the state of the art, and propose 
new research questions, all in line with both the research question and its aim. We 
also propose a conceptual framework for OR that is consistent with the relevant ideas 
emerging from the literature analysis. 
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2. Method 
 

We took some key steps to assure methodological rigor, transparency, and 
reproducibility, in line with the goal of a systematic literature review (Jesson et al., 
2011). Below are the steps that we performed during this systematic review. 

The first step in this study focused on defining the elements that would guide the 
systematic literature review search. The authors established the research questions 
that the literature review aims to address. To perform a systematic literature review 
it is necessary to formulate answerable questions which help to clarify the 
terminology and scope of the research (Papaioannou et al., 2016). The research 
questions allow us to focus on and define the research scope, and find the relevant 
literature associated with it. The research questions focus on the investigation of the 
conceptual nature of OR. This yielded the following detailed questions: 

RQ1: What are the different conceptualizations of OR? 
RQ2: Which are the key features related to OR?  
RQ3: What properties are associated with OR conceptualizations? 
RQ4: To which kind of event are the conceptualizations of OR linked? 
 
As stated before, a certain degree of dispersion still surrounds the OR concept. This 

research focuses on tracing the major key features emerging from the systematic 
literature review.  
 
 

2.1 Eligibility: inclusion and exclusion criteria 
 

The authors established a set of explicit selection criteria for a study to be included. 
These are: 
A) The study is a scientific paper (article or review), book or a book chapter, or 

conference proceedings1. Considering the fragmentation and dispersion of the OR 
literature, the authors set out to include different document typologies;  

B) The authors did not set a time cut off for database research; 
C) The study is in its final stage of publication; 
D) The study is written in English; 
E) Due to the extensive body of literature regarding OR in different scientific areas 

(e.g., Ecology and Psychology), it was necessary to define the research strictly to 
the Organizational Sciences or Business and Management area. This is because 
there are many different research areas that draws on OR with different 
ontological ideas (Hillman, 2021) and different setting (Sawalha, 2015). Although 
the focus is on organizations, and the ways in which they deal with resilience, this 

                                                 
1 Book, book chapter and conference proceedings are included in the sample only if they are relevant (i.e. 
they have more than 100 citations). 
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research does not focus on a specific type of organization if it is outside the current 
research scope. 
The authors also established a set of additional exclusion criteria. A document is 

included in the final sample if OR is focal in the study, as well as if OR is conceptualized 
at the organizational level. Although the systematic literature review research 
focused on the management and organization science areas, the disciplinary 
intersection regarding OR made the identification of additional exclusion criteria 
worthwhile. Hence, a document is not included in the sample if refers to OR at the 
individual level (e.g., psychological resilience), macro level (e.g., nations’ or cities’ 
resilience), or if OR is a sub- or side concept. Although considerable management 
research draws on individual traits of employees as a source of OR (DesJardine et al., 
2019), we focus on the organizational level of analysis, because “organizational 
resilience is neither an aggregate of individual resilience nor a subset of field or 
industry resilience” (Hepfer and Lawrence, 2022, p. 2).  

Table 2 offers a synthesis of inclusion and exclusion criteria applied both to first 
screening and full document scoping. When an examined contribution did not satisfy 
these criteria, it was not included in the final sample. 

 

Table n. 2 – Set of inclusion and exclusion criteria  

 
Type of criteria Set of criteria 
Inclusion scientific paper (article or review), book or a book chapter, conference 

proceedings.; final stage of publication; written in English; Organizational 
Sciences or Business and Management area 

Exclusion OR is focal in the study; OR is not a sub or a side concept; OR is conceptualized 
at the organizational level 

 
Source: personal elaboration  

 

Besides the use of inclusion and exclusion criteria, the authors followed an 
ancestry approach (i.e., footnote chasing) (Cooper, 1982). We used citations from 
relevant studies to track down earlier research on which the studies are based (i.e., 
the ancestors). This was done to prevent us from omitting relevant studies. Since 
there is a studies fragmentation around OR, some of the most relevant studies do not 
strictly relate to the covered areas. These are thus likely to be left out, resulting in a 
lack of essential contributions on OR conceptualization. Although this could be seen 
as a disadvantage, it is worth noting that using a systematic approach is valuable to 
ensure the transparency and reproducibility of the research.  
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2.2 Information sources 
 

To perform the research, the authors used EBSCO Business Source Complete and 
Scopus. Due to the significant differences between the two databases, the terms were 
searched in two different but equal ways.  

In EBSCO Business Source Complete, we based the research on “subject term 
research”, with the subject term OR. There was no need to limit the scope of the 
research to a specific research area, since the database specializes in business and 
management sciences. In Scopus, the research was performed using Boolean 
operators applied to title, abstract, and keyword. The Boolean operators reflect the 
inclusion criteria discussed above, as stated in TITLE-ABS-KEY ("organizat* resilien*" 
OR "organisat* resilien*") AND (LIMIT-TO ( SRCTYPE , "j" ) OR LIMIT-TO ( SRCTYPE , 
"b" ) ) AND ( LIMIT-TO ( PUBSTAGE , "final" ) ) AND ( LIMIT-TO ( DOCTYPE , "ar" ) OR 
LIMIT-TO ( DOCTYPE , "re" ) OR LIMIT-TO ( DOCTYPE , "ch" ) ) AND ( LIMIT-TO ( 
LANGUAGE , "English" ) ). It was necessary to use both organisation and organization, 
due to different spelling of the words; and we used the asterisk to include synonyms, 
such as organizational, organization, resilient, and resiliency, as keywords.  

We did the keyword search multiple times in both databases to find the ideal 
selection of keywords and Boolean operators. We recorded all the database queries. 
The number of documents extracted, as well as the combination of keywords and 
Boolean operators, are included in the record. Access to the documents was provided 
by the authors’ university digital library or was obtained via open access.  
 
 
2.3 Items collection 
 

As Figure 1 shows, the query returned a set of 769 potentially relevant documents. 
We divided the assessment phase of this study into two document screenings that 
both took the exclusion criteria into account. The authors evaluated a document’s 
relevance based on a detailed examination of its title and abstract. A total of 87 
documents were excluded because they were redundant. When we added the full 
document to the scope for inclusion, a first set of 490 documents were excluded 
because they did not comply with the criteria. We then did the second screening and 
scoped the full document. All 196 remaining documents were extensively examined 
to ensure that they include all or most of the information required for this study. As a 
result of this process, another 136 items were excluded. Following the ancestry 
approach, we added 13 items to the final sample. The final dataset includes 73 
documents.  

Figure 1 describes the flow and number of documents obtained from the research.  
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Figure n.1 – Systematic literature review process (source: personal elaboration)  

 
 

 
 
 
Source: personal elaboration  

 

2.4 Protocol and final sample description 
 

The authors developed a review protocol to be followed to categorize all the 
documents included in the final sample for the analysis phase. The protocol ensures 
a rigorous classification of the OR concept, and was of fundamental value when used 
as a checklist to assess a document’s satisfaction of both inclusion and exclusion 
criteria. The protocol also ensures the reproducibility of the research. We sorted the 
protocol into three categories. The bibliographic section includes details, such as the 
journal’s name and ranking, the abstract and keywords, year, and type of publication. 
Consequently, we classified the documents into those that used qualitative, 
quantitative, and mixed methods. We added a brief explanation of the methodology 
used for each of these. The section on the construct of OR identifies the nature of the 
concept (entity or property), the event that triggers OR, and its key attributes. This 
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section was valuable to fully explore the conceptual nature of OR and develop the 
proposed conceptual framework. Table 3 summarizes the review protocol we used to 
analyze the final sample of documents.  

 

Table n. 3 – Research protocol categories’ synthesis (source: personal elaboration) 

 
Systematic Literature Review 
protocol 

Description 

Bibliographic  Authors; Year; Title; Abstract; Journal; Journal ranking; 
Keywords; Review Process; Nr citations; Origin; Country; 
Institution; Discipline; Type of publication 

Study content  Objective; Research question/hypothesis; Results; Study 
design; Methodology 

OR nature Nature of the concept (entity and property); Key attributes; 
Type of event associated to OR 

 
Source: personal elaboration  

 

The final sample's descriptive analysis already pointed out some interesting 
avenues of inquiry. Several documents were published more recently than others, 
which is consistent with the recent increase in managerial and organizational 
perspectives in the study of the phenomena of resilience at the organizational level. 
The number of documents obtained for each year is shown in Graph 1.  

 

Graph n. 1. Number of documents obtained for each year 
 

 
 

 
 
Source: personal elaboration  
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When we examined the study design, an assessment of the documents provided 
more discussion contents. Most of the documents cover qualitative methods. Notable 
research efforts have been made to operationalize resilience, either through variables 
or measurement scales (Gittel et al., 2006; Mafabi et al., 2012; Prayag et al., 2018). 
However, it is still necessary to consolidate measures or variables that may be used 
both before and after an event to gain more insight into OR and its nature. The 
percentage of documents utilizing each methodology is shown in Graph 2. 

 

Graph n. 2 - Percentage of documents utilizing each methodology 
 

 
 

Source: personal elaboration  

 

In section 2 we provide an analysis and discussion following the research question 
that guided this systematic literature review. We also propose a 3 staged time-based 
conceptual framework as a synthesis – and a source – for future research on and 
operationalization of OR.  
 
 
3. Analysis and discussion  

 

3.1 RQ1: OR conceptualizations 
 

The authors start by addressing RQ1: What are the different conceptualizations of 
OR? For convenience of exposure, only the explicit definitions are shown in the table 
below. 

Contributions that focus on defining the key features of OR, but do not propose an 
explicit definition, will be discussed later in this section. Table 4 outlines the ways in 
which OR is conceptualized based on the findings of the systematic literature review.  
  

75%
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qualitative quantitative mixed methods



Martina Neri, Federico Niccolini, Francesco Virili 
Organizational resilience: state of the art and new future cyber inquiries 
Impresa Progetto - Electronic Journal of Management, n. 1, 2023 
_________________________________________________________________________________________________ 
 

10 
 

Table n. 4 – explicit OR conceptualization  

 
Author(s) OR conceptualization 

Horne and Orr, (1998) a fundamental quality of individuals, groups, organizations, and 
systems as a whole to respond productively to significant change that 
disrupts the expected pattern of events without engaging in an 
extended period of regressive behavior 

Coutu (2002) capacity to be robust under conditions of enormous stress and change. 

Vogus and Sutcliffe (2007) maintenance of positive adjustment under challenging conditions such 
that the organization emerges from those conditions strengthened and 
more resourceful 

Hamel and Valikangas 
(2004) 

a capacity for continuous reconstruction. It requires innovation with 
respect to those organizational values, processes, and behaviors that 
systematically favor perpetuation over innovation. Strategic resilience 
is not about responding to a onetime crisis. It’s not about rebounding 
from a setback. It’s about continuously anticipating and adjusting to 
deep, secular trends that can permanently impair the earning power of 
a core business. It’s about having the capacity to change before the 
case for change becomes desperately obvious 

Lengnick-Hall and Bell 
(2005) 

a unique blend of cognitive, behavioral, and contextual properties that 
increase a firm’s ability to understand its current situation and to 
develop customized responses that reflect that understanding 

McManus et. al., (2007) a function of an organisation: situation awareness, management of 
keystone vulnerabilities and adaptive capacity, in a complex, dynamic 
and interconnected environment 

Somers (2009) it is more than mere survival; it involves identifying potential risks 
and taking proactive steps to ensure that an organization thrives in the 
face of adversity 

Lengnick-Hall et al., 
(2011) 

the firm’s ability to effectively absorb, develop situation- specific 
responses to, and ultimately engage in transformative activities to 
capitalize on disruptive surprises that potentially threaten 
organization survival 

Linnenluecke et al., (2012)  organizational capacity to absorb the impact and recover from the 
actual occurrence of an extreme weather event 

Ates and Bititci (2011) the ability to anticipate key opportunities and events from emerging 
trends, constantly adapting and changing, rapidly bouncing back from 
disaster and remaining stable in a turbulent environment 

Chewning et al., (2013) it rests in the ability of the affected parties to communicate and 
reorganize across periods of rapid change or chaos. It involves the 
ability to respond to situations as well as to adapt in terms of creating 
new solutions 

Whitman et. al., (2013)  an organization’s ability to plan for, respond to and recover from 
emergencies and crises 

Limnios et al., (2014) the magnitude of disturbance the system can tolerate and still persist 

Mafabi et. al., (2012) it is measured in terms of organizational adaptation, organizational 
competitiveness, and organizational value  
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Ortiz-de-Mandojana and 
Bansal (2016)  

the ability of organizations to anticipate, avoid, and adjust to shocks in 
their environment 

Annarelli and Nonino 
(2016) 

the organization’s capability to face disruptions and unexpected 
events in advance thanks to the strategic awareness and a linked 
operational management of internal and external shocks. The 
resilience is static, when founded on preparedness and preventive 
measures to minimize threats probability and to reduce any impact 
that may occur, and dynamic, when founded on the ability of managing 
disruptions and unexpected events to shorten unfavorable aftermaths 
and maximize the organization’s speed of recovery to the original or to 
a new more desirable state 

Clement and Rivera 
(2017) 

it is a relatively stable quality that is put to the test once a 
discontinuity occurs and a firm adapts to return to its original 
equilibrium 

DesJardine et. al., (2019) it is assessed through two organizational outcomes of general 
environmental shocks: the severity of organizational losses and the 
organization’s time to recovery 

Hillman et. al., (2018) this capacity consists of organizational capabilities by which firms 
anticipate trends and threats, make sense of and cope effectively with 
unexpected events, and adapt to changes to develop a dynamic 
capability that is directed toward facilitating strategic change 

Kahn et. al., (2018) the organization’s ability to absorb strain and preserve or improve 
functioning despite the presence of adversity 

Ma et al., (2018)  an organizational capability to survive in, adapt to, bounce back from 
and often thrive in unexpected, sometimes disastrous events and, in 
more broad sense, turbulent environments 

Jiang et al., (2019) an organization's ability to persist and withstand external 
environmental changes (preparation), mitigate and cope with negative 
effects caused by the changes (response), and bounce forward to a 
new state for better future performance (recovery) 

Conz and Magnani (2020) it is a dynamic attribute of the firm characterized by a) a proactive 
phase at time (t-1); an absorptive or adaptive phase at time t, and b) a 
reactive phase at time (t+1), where t is the time when an unexpected 
event occurs and alters the equilibrium of the firm 

Hillman and Guenther 
(2021) 

is the ability of an organization to maintain functions and recover fast 
from adversity by mobilizing and accessing the resources needed. An 
organization’s resilient behaviors, resilience resources and resilience 
capabilities enable and determine organizational resilience. The result 
of an organization’s response to adversity is growth and learning 

 
Source: personal elaboration  

 

In keeping with these conceptualizations, three major OR concepts arise. 
The first conceptualization looks at OR as “respond and recover”. Horne and Orr 

(1998) discuss responding productively to significant change; Linnenluecke et al., 
(2012) focus on the idea of absorbing the impact and recovering; and Lengnick-Hall 
and Bell (2005) respond with developing customized and specific responses to the 
event.  
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The second concept focuses on “adaptation and adjustment”. According to Vogus 
and Sutcliffe (2003), OR relies on the maintenance of a positive adjustment under the 
challenging conditions.  

The third notion conceptualizes OR as “anticipation”. Somers (2009) states that OR 
is related to the identification of potential risk. Ortiz-de-Mandojana and Bansal 
(2016) also conceptualize OR as the ability to anticipate, avoid, and adjust to shocks.  

All three concepts these are redundant in many OR conceptualizations. However, 
it is worth noting that most of the explicit conceptualizations offer a broader 
perspective, since they may have multiple connotations.  

Whitman et al. (2013) based their conceptualization on plan, respond and recover. 
Ma et al., (2018) found OR in survive, adapt, and bounce back. Annarelli and Nonino 
(2016) go beyond a conceptualization solely based on quality and properties by 
including a static and dynamic perspective of OR.   

This difference in conceptualization also reflects the temporal dimension of OR. 
Indeed, many of the conceptualizations emphasize an own, unique timeframe. While 
some authors focus on the moments prior to the event, others stress the idea of the 
moments during the event, and yet others the moments following the event. Some 
ther conceptualizations, on the contrary, encompass all three moments and can be 
outlined as more holistic. According to this analysis, OR seems to be related to a 
certain degree of temporality.  

Key OR features appear to be related to different points in time; some features 
exist and must be implemented before the event occurs, while others ensure a 
positive response when the event occurs. Finally, other ex-post activities are 
concerned with change and learning as a result of the event.  

 
 

3.2. RQ2: OR key features 
 

According to this viewpoint, the main features of OR are depicted here in three 
distinct stages. It is worthwhile to consider whether the three stages are distinct in 
time or if they are part of a larger iterative system, such as the event’s life cycle.  

We now outline the main findings of the systematic literature review related to OR 
key features. We distinguish the key features according to the specific point in the 
three-step timeframe at which they manifest themselves or need to be implemented, 
in line with the emerging conceptual framework. Consistent with this approach, we 
frame key features of OR in three moments in time, namely before, during, and after 
the event. We thus address RQ2: Which are the key features related to OR? 
 
 
3.2.1 Before the event 
 

Before the event occurrence, OR is linked to the development of consciousness 
about the organizations’ environment. Situational awareness, defined as a measure of 
the organization’s understanding and perception of its entire operating environment 
(McManus et al., 2007), is crucial in this perspective. Environmental scanning and the 
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recognition of environmental fluctuations (Burnard and Bhamra, 2011) are key 
features to be developed. To realize this aim, monitoring and simulating activities 
should be implemented that will enable the organization to detect unexpected events 
sooner (Vogus and Sutcliffe, 2007). These elements are functional to resilience and 
are not devoted to eliminate errors or unexpected events instead (Weick and Sutcliffe, 
2007). According to Ortiz-de-Mandojana and Bansal (2016), an organization should 
quickly interpret signals from the environment to avoid escalation of a situation. 
Burnard et al. (2018) point out that “the continual monitoring of environmental 
fluctuations allows the organization to adapt its operations effectively through an 
active situational awareness process” (p. 357). Parker and Ameen (2018) suggest that 
an organization’s search for information about disruptive events could result in more 
information to be used to plan appropriate responses. Many of these features are 
included in the broad categories of observation and identification by Duchek (2020).  

While it is critical to monitor the external environment, it is also essential to 
understand the internal organizational one. In this regard, vulnerability assessment 
plays an important role. McManus et al. (2007) focus on management of keystone 
vulnerabilities. These are organizational aspects, whether managerial or operational, 
that can have a negative impact when a crisis results from an unexpected event. 
According to Burnard and Bhamra (2011), “understanding not only the requirements 
of a given organizational system, but also the system vulnerability is essential in 
developing a proactive approach to threat mitigation and enhancing an organization’s 
adaptive capacity (p. 5591)”. The analysis of possible vulnerabilities is also proposed 
by Vogus and Sutcliffe (2007) as one of the five mindful, interrelated organizing 
behavioral processes. According to Aanestad and Jensen (2016), "mindful 
organizations perform well, both in anticipating, and in containing, the unexpected” 
(p. 15). 

Planning strategies are essential to manage vulnerabilities in the business 
environment (Lee et al., 2013). Accoding to Darkow (2019), “by improving planning 
capabilities, organizations become more resistant, and the likelihood of potentially 
dangerous situations turning into crises decreases (p. 150)”. Planning activities also 
rely on services availability and asset functioning while dealing with an unexpected 
event (Wood et al., 2019). Planning strategies include a wide range of actions and 
tools, such as a Business Continuity Plan or Recovery Plan (Duchek, 2020). 

While OR appears to be related to a specific set of planned actions (Pal et al., 2014; 
Branicki et al., 2017; Prayag et al., 2018), it is worth noting that “organizations 
prepare without knowing if, when, or where an unexpected event will occur in the 
future” (Duchek, 2020, p. 227). According to this approach, the unexpected 
component of an event also becomes relevant.  

When an unexpected event occurs, there is always a limited amount of information 
available, regardless of planning strategies. An attitude of wisdom is seen as a source 
of resilience in such situations, since “wise people know that they don’t fully 
understand what is happening right now, because they have never seen precisely this 
event before” (Weick, 1993, p. 641). Wisdom enables an organization’s leaders to 
doubt the validity and exhaustivity of beliefs, values, knowledge, information, 
abilities, and skills (Weick, 1993).  
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Resilient organizations should promote a tolerance for uncertainty and taking 
decisions with less information than is desirable (Mallak, 1998). According to this 
viewpoint, organizations should encourage and train for “bricolage” (Mallak, 1998; 
Weick, 1993), i.e., create solutions by using whatever tools or materials are available, 
and not necessarily waiting until they have the ‘correct’ or ‘proper’ ones (Coutu, 
2002). Consistent with this perspective, Somers (2009) embraces the idea that 
organizations with a high resilience level are the ones that systematically train 
employees to improvise solutions. Improvisation allows them to immediately replace 
the collapsed organizational order (Weick, 1993). 

Employees also play a role in OR via knowledge and team composition. Expansion 
of the group knowledge base enables organizations to increase the addition of new 
knowledge to memory (Vogus and Sutcliffe, 2003). Lengnick-Hall et al. (2011) suggest 
that organizations should hire employees to “ensure [that] a range of different 
experiences, perspectives, paradigms, and competencies are available in the 
workforce” (p. 249). According to Duchek (2020), a broader form of work-group 
diversity could enhance OR, and may result in increased sensemaking (Weick, 1993) 
and decision making (Legnick-Hall et al., 2011). According to Linnenluecke et al. 
(2012), anticipatory adaptation relies on past experiences and sensemaking. A high 
value placed on individual difference (Lengnick-Hall et al., 2011) enables the 
existence of teams with different fields of expertise and different capacities. This may 
result in increased problem solving in difficult situations (Vogus and Sutcliffe, 2003). 
Moreover, the different perspectives provided by interactions when new employees 
are added to decision-making processes, can also enable OR (Vogus and Sutcliffe, 
2007). According to Van der Vegt et. al. (2015), “whereas the composition of 
individual characteristics determines the system’s potential for resilience, the 
relationships between individual employees and the social network in which these 
individuals are embedded strongly determine the availability and accessibility of 
these capabilities and resources for adaptive responses” (p. 973). Lengnick-Hall and 
Beck (2005) stress that a deep social capital provides an “interpersonal foundation 
for thriving despite uncertainty and for developing rapid responses to emerging 
conditions” (p. 752). 

Adequate resources appear to be a fundamental feature that ensures being 
prepared for an unexpected event. In the description of their conceptualization of OR, 
Conz and Magnani (2020) stress the idea of resourcefulness and redundancy. 
Resourcefulness is defined as an attribute to be implemented in the adaptive 
resilience path before the event occurs. Resourcefulness relies on accumulating 
different resources (e.g., physical, human, or financial) (Branicki et al., 2017; Pal et al., 
2014). Redundancy relies on the absorptive OR path and underlines the necessity of 
keeping resources in reserve. Management of sufficient resources also provides extra 
capacity to operate during a crisis (Lee et al., 2013) and to absorb unexpected changes 
(Chowdhury et al., 2019). In general, organizations with abundant resources could 
access and use a varied “toolkit” that enables them to respond effectively to and resist 
an unexpected event (Van der Vegt et al., 2015). According to Lengnick-Hall et al. 
(2011), “access to broad resource networks is a key element in creating contextual 
conditions that support resilience development (p. 247)”. This also underlines the 
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necessity of external resources, such as those provided by relationships and 
suppliers. According to Mallak (1998), “external resource adequacy encompasses 
resources of advice, information, finances, emotional support, and practical help” 
(p.5). External resources could promote slack and diversity, thus enabling action 
inventory and an improved attitude to challenging conditions over assumptions 
(Lengnick-Hall and Beck, 2005). 
 
 
3.2.2 During the event 
 

When the event occurs, organizational structure plays a fundamental role. 
According to Lengnick-Hall et al. (2011), “resilient organizations are not managed 
hierarchically” (p. 247). This is because “organizational structure serves as a barrier 
towards organizational resilience” (Mallak, 1998, p. 7). Expanded decision making 
boundaries (Mallak, 1998), decentralized decision making and a high degree of 
permeability between organizational boundaries (Burnard and Bhamra, 2011), and 
minimization of silos (Lee et al., 2013), are all necessary for a decentralized and less 
formalized organizational structure. Key positions should be generalist in nature, to 
ensure their ability to fulfill multiple roles (Somers, 2009). If an employee is not able 
to respond to a specific situation, there should be other people that could fill the role 
(Chowdhury et al., 2019). This is possible when an individual shares the vision of a 
team’s mission (Mallak, 1998). Furthermore, employees need to address problems 
without minimal supervision intervention (Somers, 2009). All these features are 
necessary to ensure adaptive responses during a crisis (van der Vegt et al., 2015). 
Although there is a need for autonomy, leadership plays a vital role in ensuring 
adaptive responses during a crisis (Chowdhury et al., 2019). According to Teo et al. 
(2017), leaders activate resilience via relational connections that result in new 
connections, collective meaning-making and sensemaking, and emotional resources. 
It is worth noting that an organization should find stability in balancing processes of 
normative control and power distribution (Andersson et al., 2019). 

While dealing with a crisis, organizations should make tough decisions quickly 
(Chowdhury et al. 2019; Lee et al., 2013) by implementing ad hoc solutions (Duchek, 
2020). Employees should have access to resources as needed and develop a critical 
understanding of the situation (Somers, 2009). Agility, the capacity to recognize and 
use opportunities quickly while dealing with unexpected turbulence in the 
environment, is fundamental to achieve this aim (Bouaziz and Hachicha, 2018). This 
means taking rapid action, developing alternatives to benefit from negative 
circumstances, and taking the required action in a nimble manner (Bouaziz and 
Hachicha, 2018; Kantur and Iseri-Say, 2015). These features also concern the change 
and renewal of the strategies implemented by organizations. Hamel and Valikangas 
(2004) state that OR “requires alternatives as well as awareness—the ability to create 
a plethora of new options as compelling alternatives to dying strategies” (p. 3). 

Even if organizations have to use their knowledge in novel ways (Chowdhury et 
al., 2019; Lee et al., 2013;), the maintenance of core asset functions and service 
availability while dealing with a disturbance is equally important (Darkow, 2019; 
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Wood et al., 2019). Conz and Magnani (2020) state that OR conceptualization, 
robustness and adaptability are necessary to achieve this aim. Indeed, robustness is 
the capability to resist shocks by preventing and reducing the effects of variables that 
can make a firm vulnerable in its operating environment. According to Bouaziz and 
Hachicha (2018), robustness relies on the ability to stand straight and preserve 
position, generate diverse solutions, resist loss, and continue on a path. Adaptability 
is the ability to adjust the firm’s response and internal processes to changing external 
conditions (Conz and Magnani, 2020). Both capabilities are included in the absorptive 
and adaptive resilience path. Park and Ameen (2018) stress the importance of 
resource reconfiguration, which is the ability to manage and reconfigure resources in 
response to changes in the environment, as a source of better performance and 
survival.  
 
 
3.2.3 After the event 
 

After the event, change and learning are the key features of OR (Burnard and 
Bhamra, 2011; Duchek, 2020; Pal et al., 2014). Organizations learn from past events 
and engage in a double loop feedback to reinforce their capabilities (Vogus and 
Sutcliffe, 2007). According to Burnard and Bhamra (2011), organizations can learn 
and develop new knowledge because of a resilient response, thus enabling advanced 
monitoring of the environment. Organizations “must be able to reflect on the crisis 
situation and to incorporate the gained insight into the existing knowledge base” 
(Duchek, 2020, p. 230). Lee et al. (2013) stress that organizations should incorporate 
lessons learned into its future projects. Reflective practices (Lengnick-Hall and Beck, 
2011), taking the time to learn from experience (Parker and Ameen, 2018), and 
feedback analysis (Duchek, 2020) are functional to this aim. According to Hillman et 
al. (2018), “combined learning intervention positively influences the development of 
anticipation capabilities. Specifically, it improves recognition and enhances the 
capabilities of individuals to understand the “big picture” and anticipate a broader 
spectrum of developments at different levels within the organization” (p. 482). It is 
worth noting that OR “relies upon past learning and fosters future learning, but exists 
independently of learning activities in that resilience represents a broader store of 
capabilities” (Vogus and Sutcliffe, 2007, p. 3418). In addition, more research is needed 
to understand how organizations learn and develop new capacity after an unexpected 
event (Linnenluecke et al., 2012).  

Learning is also narrowly related to change, since it is fundamental to gain overall 
change and develop new norms, values, and beliefs (Duchek, 2020). Wood et al. 
(2019) foreground adaptation as the use of new knowledge from the event, altering 
protocols, configuring the system, training personnel, and other aspects to become 
more resilient. 

However, organizations reach their adaptation limit at a certain point (Dow et al., 
2013; Clement, 2017). According to Linnenluecke et al. (2012), resilience is related to 
“rapidly unfolding and/or unexpected events (surprises)”, while adaptation refers 
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only to an expected event (p. 22). This discussion gives rise to the important OR 
question of the degree of unexpectedness of the event.  

The post-event phase also focuses attention on recovery activities that help 
organizations to operate again (Darkow, 2019). Additionally, the long-term recovery 
perspective enhances the organization’s ability to learn from and be prepared for 
future adverse situations (Christianson et al., 2009).  

Positive perception of experiences and positive adaptive behaviors are also 
highlighted in the post-event phase (Mallak, 1998). This includes viewing change as 
an opportunity and forming a positive and constructive perception of the problem. 
The propensity to find meaning from adverse conditions implies a strong 
organizational value system (Coutu, 2002). 
 
 

3.3 RQ3: OR as a property 
 

Most studies that we analyzed that describe what it is that makes an organization 
resilient, focus on OR key features or elaborate a novel OR conceptualization. A life-
or-death paradigm of organizations may be too extreme to describe the consequences 
of an event. Hence, it is worth asking what makes an organization non-resilient. Are 
non-resilient organizations those that do not have the features described so far? Or 
do other features make an organization less or non-resilient? To these aims, solid 
empirical operationalization of OR should be developed. The phases described so far 
are closely linked to each other, which means that OR is a process in which each phase 
reinforces the next and thus operates as a double loop feedback. While accepting the 
concept of OR as a process, it is also necessary to focus on the properties associated 
with OR. In reporting on this focus, the authors address RQ3: What properties are 
associated with OR conceptualizations?  

In line with the evidence of the systematic literature review, it is evident that OR 
may include many different properties. OR manifests itself as a quality, a capability, 
and an ability, as well as a capacity. Hence, the literature has not reached an 
agreement about which of these, or what combination of them, is the correct one. A 
definition of these terminologies would be useful. Indeed, if we examine the 
definitions of ability and capability, we note that they have different intended 
meanings. While ability usually refers to possessing a certain degree of skills, a 
capability refers to a potential scenario. Capacity, in its turn, refers to the potential for 
doing something. This discussion relates to the organization's life-or-death paradigm, 
in which different levels of OR may be conceivable if OR is expressed through degrees. 
This could potentially imply that organizations may be more or less resilient 
depending on the OR features they implement. The concept of a potential scenario 
additionally reinforces the idea of resilience as a latent concept that reveals itself 
(only) when the event occurs.  

Table 5 summarizes the properties associated with OR in previous 
conceptualizations. 
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Table n. 5 – Property associated with OR 

 
References Property 

Clement and Rivera (2017), Horne and Orr (1998) quality 

Coutu (2002), Linnenluecke et al., (2012) capacity 

Ates (2011), Chewning et al., (2012), Jiang et al., (2019), 
Kahn et al., (2018), Lengnick-Hall and Beck (2005), 
Lengnick-Hall et al., (2011), Whitman (2013) 

ability  

Burnard and Bhamra (2011), Burnard et. al., (2018) ability and capability 

Annarelli and Nonino (2016), Hillman et. al., (2018), Ma et. 
al., (2018), Sullivan-Taylor and Branicki (2011), 

capability 

Conz and Magnani (2020) dynamic attribute  

 
Source: personal elaboration  

 

3.4 RQ4: Events associated with OR 
 
 

The authors then focused on RQ4: To which kind of event are the 
conceptualizations of OR linked? Indeed, the “resilience of what” issue is still unsolved 
(Pinheiro et al., 2022). The following discussion revolves around the depiction of the 
events associated with OR. 

Table 6 summarizes the main events associated with OR gleaned from previous 
conceptualizations. 

Each reference expresses the event through a different conceptualization. 
However, there is an overlap between them (e.g., certain conceptualizations are 
manifestations of others). A certain kind of fuzziness is therefore noted, and an 
agreement is still far from being reached (Darkow, 2019). Operationalizing OR solely 
according to this perspective could arguably be reductive. Indeed, each event has its 
distinctive characteristics and leads to different impacts. It is also worth noting that 
different events involve greater or lesser degrees of unexpectedness. For instance, a 
so-called “black swan event” (a random event with a large impact, incomputable 
probabilities, and surprise effects (Taleb, 2007) has been used to explain the 
pandemic scenario. Since Covid-19 and attendant events (e.g., an increase in 
cyberattacks) are associated with OR, it is reasonable to wonder whether black swan 
features define the event triggering OR. It is, however, more accurate to assume that 
the two events have quite different characteristics. In reality, several features of the 
suggested conceptual framework, such as environmental monitoring and 
vulnerability assessment, can consistently reduce the level of unexpectedness of a 
cyberattack and its implications. In this regard, Hamel and Valikangas (2004) state 
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that “even “unexpected” shocks can often be anticipated if one is paying close 
attention” (p. 3). As Hepfer and Lawrence (2022) point out, there is still a need to 
understand “whether OR developed in relation to one type of adversity will lead to 
greater resilience in relation to other types of adversity” (p. 22).  Is it therefore 
reasonable to state that organizations that exhibit a greater resilience to the 
pandemic will exhibit a greater resilience to cyberattacks? Will the organization 
become more resilient overall, or will there be a specific resilience event path?  

 

Table n. 6 – Events associated with OR 

 
Reference Event 

Horne and Orr (1998) significant change 

Linnenluecke et al. (2012) extreme event 

Lengnick-Hall et al. (2011) disruptive surprises 

Ates (2011) disaster 

Vogus and Sutcliffe (2003; 2007)  challenging conditions 

Somers (2009), Kahn et. Al., (2018) adversity 

Sullivan-Taylor and Branicki (2011) extreme event  

Burnard and Bhamra (2011) turbulence/discontinuities 

Bhamra et. al., (2011) disruptions 

Chewing et. al., (2012) rapid change/chaos 

Ortiz-de-Mandojana and Bansal (2016) shocks in their environment 

Whitman et. al., (2013) emergencies and crises 

Annarelli and Nonino (2016) disruptions and unexpected events 

Limnios et al. (2014) disturbance 

Clement and Rivera (2017) discontinuity 

Teo et. al., (2017) exougenous shock 

Hillman et al., (2018) unexpedcted events/changes 

Ma et. al., (2018) dasaustrous events  

Coutu (2002) stress and change  

 
Source: personal elaboration  
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It is also important to note that “a specific form of adversity may have significantly 
different impacts on different organizations” (Hepfer and Lawrence, 2022, p. 8). For 
instance, the agricultural sector may be more directly impacted by extreme weather 
events than the financial industry. Similarly, a cyberattack might have a more direct 
impact on organizations that handle critical information (e.g., patents or industrial 
plans).  

 
 

3.5  A 3 stages time-based conceptual framework of OR 
 

In line with the previous discussion, we support the idea that “a more precise 
elaboration could clarify the impacts of different kinds of adversity and their potential 
for triggering OR and its various empirical manifestations” (Pinheiro et al., 2022, p. 
11). According to this discussion, as stated before We thus present a future research 
proposal for the understanding of cyber OR in the last section. 

Figure 2 summarizes the three-stages conceptual framework that we propose here 
as a synthesis of the literature review. 
 

Figure n. 2 – The organizational resilience loop – A three-stage conceptual framework 
of OR 

 

 
 
Source: personal elaboration  
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The conceptual framework proposed here embraces the idea of OR as a three-stage 
process, where OR manifests itself as a dynamic property in each of the main stages. 
The OR features are implemented or manifest themselves in different ways in 
different stages. 

The three stages appear to align to an event's life cycle. This is consistent with the 
results of the systematic literature review. Indeed, some conceptualizations of OR 
seem to refer to a specific stage of the framework, while others emphasize a specific 
moment in time; and the key features that emerge from them can often be linked to 
each of the three stages discussed above. This conceptual framework embraces the 
idea that OR not only allows an organization to bounce back to the pre-event state 
(Ates, 2011; Clement and Rivera, 2017), but that it also enables the organization to 
learn and grow and thus emerge more powerful and resourceful than before (Duchek, 
2020; Lengnick-Hall et al., 2011). The new knowledge derived from the third phase 
could be interpreted as a facilitator of the first stage. Anticipation and planning 
activities could be improved through change and learning because the organization is 
supposed to reflect on the event to fully understand what was expected to happen 
and what actually happened, and to highlight mistakes that were made, or 
opportunities that were seized. The novel experience will converge in a new 
improved phase 1. This might happen through improved planning and training 
initiatives, for instance.  

Following this discussion, a certain degree of connection and interdependence 
between the stages should be assumed. The proposed conceptual framework states 
that OR exists before and after an event, but it manifests itself only when triggered by 
an event. Due to this latent nature, it may seem as if it is impossible to attribute OR 
before the organization faces an adverse event (Darkow, 2019; Hepfer and Lawrence, 
2022). However, with the proposed conceptual framework we argue that OR should 
be implemented and enacted during each of the three phases, because each one is 
correlated with the others so that none of them can exist without the others, making 
all three necessary to constitute a resilient organization. A focus on the key features 
of each phase and their interrelationship could be useful to strengthen the theorical 
foundation of OR and grounding its inner nature.  
 
 

3.6 Future research direction: understanding cyber OR 
 

Cyber OR is a growing and evolving issue for many organizations. Evidence from 
different reports affirms that cyber threats continue to affect organizations of all sizes 
(WEF, 2022; Verizon Report, 2020). The actual pandemic now constitutes one of the 
most impactful scenarios since World War II. This is especially true for cybersecurity 
issues; indeed, “cybersecurity failure is one of the risks that worsened the most 
through Covid-19” (WEF, 2022, p. 48). The Covid-19-related social distancing rules 
provided a massive acceleration of the digital revolution, increasing the use of the 
Internet for all types of activities in many parts of the world and for people of all ages. 
Many businesses must adjust and adapt because of the increased use of IT and digital 
tools. Likewise, “the pandemic has brutally exposed fundamental weaknesses and 
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limits in the way organizations engage with digitalization” (Faraj, 2021, p. 2). Global 
cybercrime costs are expected to increase by 15 per cent per year over the next five 
years, reaching $10.5 trillion annually by 2025 (Morgan, 2020). Furthermore, 
cyberattacks are increasingly sophisticated, targeted, and coordinated (Farwell and 
Rohozinski, 2011), and take full advantage of many vulnerabilities, including human 
error. A total of 95% of cybersecurity issues can be traced to human error, while 
insider threats, whether intentional or accidental, represent 43% of all breaches 
(WEF, 2022).  

According to this perspective, cybersecurity refers to the protection of computer 
networks to preserve the “Confidentiality, Integrity, and Availability (the so-called 
CIA triad)” of resources (hardware, software, firmware, information or data, and 
telecommunications) in the information system (Onwubiko and Lenaghan, 2007). 
Whether it is a confirmed data breach in which the confidentiality of the data was 
compromised, or an integrity incident, such as altering the behavior of a person via 
phishing, the actions against the assets result in CIA-triad compromises.  

The current authors go beyond the CIA-triad approach, in alignment with von 
Solms and van Niekerk (2013), and embrace the definition of cybersecurity as “the 
protection of cyberspace itself, the electronic information, the ICTs that support 
cyberspace, and the users of cyberspace in their personal, societal and national 
capacity, including any of their interests, either tangible or intangible, that are 
vulnerable to attacks originating in cyberspace” (p. 101). We propose focusing on the 
understanding of the inherent nature and meaning of cyber OR as a future research 
direction.  

The current research on OR from a cyber perspective, or cyber resilience (CR), is 
mainly discussed in the engineering field, where a technical focus is prevalent, and 
the organizational perspective is not taken into consideration. Indeed, organization 
science is a new, yet promising field in the cybersecurity domain. In fact, in 
accordance with Dalal et al. (2022), we claim that it is worth focusing on the 
organizational aspects of cybersecurity, that is to say “the efforts organizations take 
to protect and defend their information assets, regardless of the form in which those 
assets exist, from threats internal and external to the organization” (p. 5). Indeed, 
even if the discussion about cybersecurity primarily focuses on the technical side, a 
new approach to cybersecurity is oriented at involving the management and 
organizational fields (Telay and Klein, 2021). The reason for this is that cybersecurity 
not only implies technological impacts, but also includes “almost every dimension of 
sustaining and growing a successful organization” (Telay and Klain, 2021, p. 1). The 
relationship that exists between cybersecurity and organization science, and 
specifically OR in this context, may also offer meaningful insights for future research. 
Developing a cyber OR perspective essentially requires a multidisciplinary approach 
and necessitates changes from the traditional conception of cybersecurity (Hult, et al. 
2014). Organizations need a new approach directed not only to technologies, but also 
to learning through adverse events, thus evolving from a defensive or reactive 
attitude to a proactive one. A comprehensive cybersecurity strategy normally 
includes physical, procedural, logical, and organizational forms of protection 
(Baskerville et al., 2014; Swanson and Guttman, 1996). An environment in which 
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cybersecurity and information assets are protected by organizational actors, will 
hopefully improve the overall security of that organization (Dojkovski et al., 2007).  

This discussion leads us to claim that there are at least three main pathways 
through which the two research domains (i.e., OR and CR) can become contaminated. 
One is purely related to the contents and related findings of this study. The second 
pertains to the potential contribution of organization sciences to cybersecurity 
research. Models and theories from the organizational sciences may offer several 
insights that would help to ground cyber OR. The third pathway investigates how 
cybersecurity can provide a new perspective in the comprehension of phenomena 
that have previously been extensively researched in organization sciences. Hence, 
there is more than one way for cross-contamination across these two different, but 
complementary, research areas.  

Analysis of OR conceptualization in the literature review reveals a certain degree 
of temporality. We discovered three distinct temporal paths (either separately or 
combined) throughout the systematic literature review. in fact, the OR temporal 
dimension emerged as being somewhat fragmented. Future studies should focus on 
examining ways in which CR is conceptualized at the organizational level to 
investigate whether the temporal dimension can be detected as well.  

This relates to the idea that a triggering event is needed for OR to be manifested. 
Indeed, the findings indicate that discussions of OR always outline events in a 
fragmented and generalized way. However, we already claimed that various events 
have different characteristics and impacts. Cyberattacks are often not experienced in 
the same way as other kinds of events (e.g., climate disasters). Generally speaking, the 
effect and impact of cyberattacks start before they are noticeable to the organization. 
As a result, the features that we have outlined here as requirements to respond to the 
event may not be adequate, suggesting a need for additional preventive measures. 
The framework we defined here can then be used in further research to examine how 
each key feature manifests itself in the specific event of a cyberattack. Since this field 
of study is still in its infancy, future research should move toward a qualitative and 
exploratory methodological approach.  

The sort of cyberattack that an organization faces will be a major factor in this 
discussion. Indeed, some cyberattacks may exhibit a shifted, longer, or shorter time 
lag between infiltration and manifestation (e.g., malware versus phishing). This 
depends on how the cyberattack involves the human factor. Future research should 
focus on understanding the relevance and value of the time dimension in OR when 
confronted with a cyberattack.  

The conceptual framework proposed here may be used as a solid foundation for 
future research aimed at identifying inconsistencies between these two research 
areas. The main aim should be to develop an integrated and holistic conceptual 
framework. A preliminary analysis of the CR concept reveals some interesting 
insights. 

To face cybersecurity threats effectively, organizations need to develop an inter-
organizational and networking approach, by specifically creating relationships with 
strategic partners and national authorities (Baskerville et al., 2014). Organizations 
with high cybersecurity levels recognize the relevant role of employee and machine 
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learning and training, and an organizational culture cognizant of cybersecurity. In 
fact, acting on organizational culture, and creating an extensive and systemic 
situational awareness perspective about potential threats is an accepted milestone 
within organizational cyber OR (Skopik et al., 2016).  

All these fragmented elements appear to be in accordance with the findings of the 
systematic literature review, which suggests a certain degree of generalizability of the 
conceptual framework. However, to be operational cybersecurity needs an element 
of specialist knowledge often found in people employed on the technical side of an 
organization (Bell, 2017). This element may thus be inconsistent with the 
requirement that employees should be able to fill multiple roles. There are also some 
characteristics, like adaptation (Sepúlveda Estay et al., 2020), absorbing, planning, 
and preparation (Linkov et al., 2013), and diversity and flexibility (Heeks and Ospina, 
2019) that emerge in both cybersecurity and OR literatures. However, the former 
field focuses on information systems, while the latter is concerned with the entire 
organization.  

This discussion thus confirms and emphasizes the need for future research to 
propose an integrated conceptual framework by aligning the two perspectives. 
Academics and practitioners might also benefit from a more thorough understanding 
of the concept of cyber OR. On the one hand, an in-depth account of feature 
inconsistencies would provide a more precise elaboration and improved theoretical 
understanding of the concept of OR in the event of a cyberattack. On the other hand, 
defining and designing the practical features to be adopted to be resilient to a 
cyberattack would prove to be beneficial overall. 

We move investigate how some of the organizational sciences’ main constructs 
could shed light on cybersecurity and OR.  

In this respect organizational learning is a meaningful construct that also emerges 
as relevant in the systematic literature review analysis. It would provide insight into 
the actual relevance of organizational learning in successfully managing the new 
knowledge generated in the post-event phase. Organizational learning could indeed 
be conceptualized as “the capability of an organization to process knowledge—in 
other words, to create, acquire, transfer, and integrate knowledge, and to modify its 
behavior to reflect the new cognitive situation, with a view to improving its 
performance” (Jerez-Gomez et al., 2003, p. 716). Effective cybersecurity requires an 
element of specialized knowledge; therefore, knowledge integration and hierarchical 
coordination implications could provide a further research opportunity (Grant, 
1996). Following our conceptual framework, it is evident that training activities play 
an important role in preparing the organization to face an adverse event, such as a 
cyberattack. It could be useful to explore the relationship between training and risk 
aversion. Indeed, Dalal et al. (2022) indicate that training could lead to a 
misclassification of email (e.g., being suspicious of all emails), thus impeding job 
performance. Future research should be oriented to investigate the role of training 
effectiveness to explore the efficacy of cybersecurity training delivery methods (e.g., 
gamification, text, and video).  

Organizational culture theories offer other interesting insights. It would be 
worthwhile to explore how organizational culture might positively influence OR. 
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Following Schein’s (1985) model of organizational culture, cybersecurity culture is 
defined as “the beliefs, values, and attitudes that drive employee behaviors to protect 
and defend the organization from cyberattacks” (Huang and Pearlson, 2019, p.  6399). 
Future research should focus on the relationship between organizational culture in 
shaping and promoting cyber OR.  

Moving on to the third future research path, we suggest that cybersecurity could 
also offer an important research avenue for organizational science. Indeed, 
cybersecurity provides an insight into two different types of employees, namely end-
users and cybersecurity-focused employees. This distinction would enable a variety 
of future research inquiries, consequently going beyond the traditional 
categorization, e.g., by gender or age. In addition, training activities and their 
respective effectiveness could be investigated in relation to these two types of 
employees. This could also provide a new research focus and perspective on theories 
relating to job performance and satisfaction (Dalal et al., 2022). Future research could 
also focus on personal trait influencing the effectiveness of training, such as risk-
taking propensity. Another promising future research avenue could be investigating 
what kind of slack resources (Gittell et al., 2006; Meyer, 1982) could enable the 
organization to face and resist to a cyberattack in the specific context of cyber OR, and 
in what ways it could effect this. 
 
 
4. Conclusion 
 

Different major concepts emerge from the OR literature, with each one describing 
OR as having key features relating to some, or all, of the three stages of the conceptual 
framework we proposed here. Tracking the current understanding of OR appears to 
be both complex and critical. The appealing, simple idea of "being able to resist and 
survive" reveals a much more complex construct. 

The conceptual framework we propose offers a synthesis of the major relevant 
ideas emerging from the analysis, thus revealing a more comprehensive 
conceptualization. The literature analysis we performed in this study suggests that 
OR is a latent, multifaced construct. Besides, while OR manifests itself when triggered 
by an event, it exists before, during and after the event. This concept of OR suggests 
that being resilient means to be prepared and to plan for an event, to respond to the 
event, and to adapt to it, learn from it, and change according to it.  

We emphasized that “any phenomena claiming resilience must remain within the 
limits that delineate the threshold of the concept. Those limits can be understood as 
threefold: the phenomena should extend over time, maintain a continuity of essence, 
and deal with serious adversity” (Young et al. 2022, p. 310). The first and the last 
limits (temporality and adverse events) are explicitly present in the proposed 
framework. The idea of continuity is only implicitly assumed in the current version of 
the framework, and a more extensive analysis of this aspect is among the many 
questions that still need to be addressed.  
This research raises a slew of new questions. There is a need to address the many 
unresolved research gaps and to clarify the ambiguity of current research. Many 
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critical areas also still lack a solid and more comprehensive operationalization of OR 
(including cyber OR). Future research should focus on operationalizing OR, with the 
goal of not only understanding it better, but also suggesting promising managerial 
avenues for dealing with an increasingly risky and uncertain environment. In 
addition, a broad conceptual framework that considers the organizational and 
technical features that characterize OR and cyber resilience, should be developed.  
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